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1 Copies may be ordered from the Super-
intendent of Documents, U.S. Government 
Printing Office, Washington, DC 20402–9325.

all involved with the daily manage-
ment of the agency’s information re-
sources, including the accuracy, avail-
ability, and safety of these resources. 
Each agency assigns responsibility 
somewhat differently, but as a group 
these persons issue procedures, guide-
lines, and standards to implement the 
agency’s policy for information secu-
rity, and to monitor its effectiveness 
and efficiency. They provide technical 
assistance to users, functional man-
agers, and to the data processing orga-
nization in such areas as risk assess-
ment and available security products 
and technologies. They review and 
evaluate the functional and program 
groups’ performance in information se-
curity. 

(4) Automated Data Processing (ADP) 
Management, Operations, and Program-
ming Staff are all involved with the 
daily management and operations of 
the automated data processing serv-
ices. They provide for the protection of 
the data in their custody and identify 
to the data owners what those security 
measures are. This group includes such 
diverse positions as computer opera-
tors, schedulers, tape librarians, data 
base administrators, and systems and 
applications programmers. They pro-
vide the technical expertise for imple-
menting security-related controls 
within the automated environment. 
They have primary responsibility for 
all aspects of contingency planning. 

(5) End Users are any employees who 
have access to an agency computer sys-
tem that processes sensitive informa-
tion. This is the largest and most het-
erogenous group of employees. It con-
sists of everyone from the executive 
who has a personal computer with sen-
sitive information to data entry clerks. 

(c) The training guidelines developed 
by the National Institute of Standards 
and Technology identify five subject 
areas. They are: 

(1) Computer security basics is the in-
troduction to the basic concepts behind 
computer security practices and the 
importance of the need to protect the 
information from vulnerabilities to 
known threats; 

(2) Security planning and management 
is concerned with risk analysis, the de-
termination of security requirements, 
security training, and internal agency 

organization to carry out the computer 
security function; 

(3) Computer security policies and pro-
cedures looks at Governmentwide and 
agency-specific security practices in 
the areas of physical, personnel soft-
ware, communications, data, and ad-
ministrative security; 

(4) Contingency planning covers the 
concepts of all aspects of contingency 
planning, including emergency re-
sponse plans, backup plans and recov-
ery plans. It identifies the roles and re-
sponsibilities of all the players in-
volved; and 

(5) Systems life cycle management dis-
cusses how security is addressed during 
each phase of a system’s life cycle (e.g. 
system design, development, test and 
evaluation, implementation, and main-
tenance). It addresses procurement, 
certification, and accreditation. 

(d) The statute defines the term sen-
sitive information as any information, 
the loss, misuse, or unauthorized ac-
cess to or modification of which could 
adversely affect the national interest 
or the conduct of Federal programs, or 
the privacy to which individuals are 
entitled under section 552a of title 5, 
United States Code (the Privacy Act), 
but which has not been specifically au-
thorized under criteria established by 
an Executive order or an Act of Con-
gress to be kept secret in the interest 
of national defense or foreign policy.

§ 930.302 Training requirement. 

The head of each agency shall iden-
tify employees responsible for the man-
agement or use of computer systems 
that process sensitive information and 
provide the following training (consult 
‘‘Computer Security Training Guide-
lines,’’ NIST Special Publication 500–
172 1, for more detailed information) to 
each of these groups:

(a) Executives shall receive aware-
ness training in computer security ba-
sics, computer security policy and pro-
cedures, contingency planning, and 
systems life cycle management; and 
policy level training in security plan-
ning and management. 
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(b) Program and functional managers 
shall receive awareness training in 
computer security basics; implementa-
tion level training in security planning 
and management, and computer secu-
rity policy and procedures; and per-
formance level training in contingency 
planning and systems life cycle man-
agement. 

(c) IRM, security, and audit per-
sonnel shall receive awareness training 
in computer security basics; and per-
formance level training in security 
planning and management, computer 
security policies and procedures, con-
tingency planning, and systems life 
cycle management. 

(d) ADP management and operations 
personnel shall receive awareness 
training in computer security basics; 
and performance level training in secu-
rity planning and management, com-
puter security policies and procedures, 
contingency planning, and systems life 
cycle management. 

(e) End users shall receive awareness 
training in computer security basics, 
security planning and management, 
and systems life cycle management; 
and performance level training in com-
puter security policies and procedures, 
and contingency planning.

§ 930.303 Initial training. 

The head of each agency shall pro-
vide the training outlined in § 930.302 of 
this subpart to all such new employees 
within 60 days of their appointment.

§ 930.304 Continuing training. 

The head of each agency shall pro-
vide training whenever there is a sig-
nificant change in the agency informa-
tion security environment or proce-
dures or when an employee enters a 
new position which deals with sensitive 
information.

§ 930.305 Refresher training. 

Computer security refresher training 
shall be given as frequently as deter-
mined necessary by the agency based 
on the sensitivity of the information 
that the employee uses or processes.
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